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1 Introduction 

In addition to the electrification of the powertrain, the automation of the driving func-

tions via the various SAE levels (Techrepublic, 2016) represents one of the main chal-

lenges faced by the automotive industry today from both, a competitive and a technical 

perspective. As early as 2020, vehicles should be technically capable of driving on the 

motorway without further intervention by the driver. Autonomous driving in urban en-

vironments, however, is not expected to hit the market before the year 2030 due to the 

greater complexity of environment detection and situation analysis and not least be-

cause of unresolved legal questions. 

Today's driving features in standard vehicles such as autopilots, tracking and lane 

change assistants, adaptive cruise control (ACC), front collision protection or traffic 

sign detection largely correspond to the automation level for highly automated driving. 

The underlying sensor technology, such as ultrasonic, infrared, camera, radar and lidar, 

is technically advanced at decreasing manufacturing costs and in principle permits mon-

itoring of the vehicle environment up to 300m to the front of and behind. The vision of 

accident-free, autonomous driving, however, can only be realized if these systems rec-

ognize all situations around the vehicle with maximum reliability in any conceivable 

environmental situation and can, in case of doubt, transfer the vehicle into a safe state. 

But precisely here, there are still challenges that hinder the commercial introduction of 

fully autonomous driving on motorways and in urban environments. Technical limita-

tions and the high situational complexity play a significant role. 

For example, the timely detection of moving objects is still a major challenge for radar 

sensor technology. Calculation of depth information from monocular camera sensors, 

on the other hand, is computational intensive. At the same time, the timing requirements 

for highway traffic (a vehicle with 120 km / h moves 100 meters in 3 seconds) are very 

demanding. Both, the computational intensity and the challenging real-time require-

ments of fast moving highway traffic in combination with unfavorable visual conditions 

are considered to be the possible causes for the tragic fatal accident of a Tesla driver in 

2016 (Brack, 2017). 

However, there may also be conditions which make the correct interpretation of an en-

vironmental situation more difficult. Thus, a dazzling sunset or unfavorable weather 

conditions caused by snow or fog obstruct the camera sensor system, while objects with 

metallic radiation properties such as e.g. steel girders in car parks or in road boundaries 

make object detection by means of radar sensors more difficult. 

Even if a skillful and, above all, efficient sensor data fusion mitigates or eliminates the 

individual weaknesses of the individual procedures, it must be ensured that situations 
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of any complexity are recognized and understood by the vehicle. This can be a large 

object falling down from a preceding vehicle in poor visual conditions and simultaneous 

traffic, or the recognition of an unmanageable crossing situation with pedestrian and 

bicycle traffic and unambiguous traffic lights. The implications which, for example, 

snow, ice or aquaplaning can have on the driving and braking behavior of the vehicle 

are not even taken into account here. 

The current restrictions of the individual technologies and the complexity of the situa-

tions to be controlled are accompanied by the cost of safeguarding, and therefore the 

reliability and correctness proof of such autonomous systems. Recent studies estimate 

the effort required to test autonomous vehicles up to their release to be 6.62 billion 

kilometers of test driving (Wachenfeld & Winner, 2015), one hundred sixty-six times 

the earth's circumference. In terms of competition and development costs, the cost and 

time-efficient testing of autonomous driving thus becomes a decisive market factor. 

Virtual environments offer significant advantages over testing in a real environment. 

On the one hand, they enable the virtual prototyping of driving functions in a realistic 

high-resolution environment at an early stage of development and enable early testing 

and evaluation. On the other hand, they help safeguarding the vehicle and its functions 

in complex and even unpredictable situations. This allows reducing developing and 

testing time as well as costs for building real prototypes. In the following we present a 

solution to resolve this straits. 

 

2 Virtual development and assurance of highly 

automated and autonomous driving functions  

2.1 The Closed Loop in the simulation 

But how can you develop and safeguard automated driving in a virtual environment? In 

the classical sense, automated driving can be considered as a control problem. Here, in 

a first step, the state variables, e.g. the vehicle position and speed are measured. In a 

second step, these state variables are compared against the desired values of position 

and speed, and the difference is transmitted to the vehicle via actuators, e.g. to the steer-

ing wheel and the accelerator pedal. These actuators have a direct influence on position 

and speed with which the control loop is closed. 

In the process of the so-called controller design, the system to be controlled is modeled 

in the computer and then an optimal controller is designed in a numerical simulation. 

This process has a long tradition in many engineering disciplines, be it in aviation or in 
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the development of engine controls. A simple example is the Anti-Blocking-System 

(ABS). 

However, highly automated driving differs significantly from the examples of the clas-

sic controller design. All states must be detected by sensors, and here a dilemma be-

comes evident. In case of ABS, a speed sensor for the wheel speed is sufficient, in  

aviation, a GPS sensor to measure the aircraft position. However, in case of highly au-

tomated driving, the surroundings must be recorded with cameras, lidar, radars and 

other sensors. The measurement of states is not a simple process like with a wheel-

decoder. The images of a camera must be interpreted and understood. The model of the 

system is thus not limited to the vehicle and its sensors, but rather must be extended to 

the entire environment. 

Already at the beginning of the millennium, techniques of autonomous driving were 

investigated in different competitions, the DARPA Grand Challenge being probably 

one of the most prominent examples (Darpa Archive, 2004). The development of auto-

mated driving could be until now, however, essentially summarized under the term "try 

and error". A simulation-based controller development, in which the complexity of the 

environment was taken into account, has not taken place. The control loop consequently 

has a gap in the simulation. 

The reason for this is simple: the environment could not be represented with computer 

technology at that time with the necessary complexity. The possibility of a detailed, 

realistic representation has firstly emerged in the last few years with the development 

of high computing power of graphics cards, whereby computer games became more 

realistic. In order to meet the requirements of a highly detailed environment, a graphics 

card of the latest generation is not enough. Only a high-end game engine, as used in the 

latest computer games, enables the presentation of the environment in convincing qual-

ity and in real-time. 

Using the latest techniques from the domain of computer games allows for the first time 

to close the gap of the closed control loop model in the area of highly automated driving. 

2.2 Virtual Test Environment 

TRONIS is an environment for virtual prototyping and the safeguarding of driver assis-

tance systems, e.g. for highly automated or autonomous driving. Based on a modern, 

modular and open 3D gaming engine, real driving and traffic scenarios can be effi-

ciently imaged (see fig. 1) and used for testing, e.g. for camera and radar-based envi-

ronmental understanding algorithms. As a result, the development of corresponding 

systems can be significantly accelerated and the need for real prototypes reduced. In 

contrast to virtual environments of the last generation, TRONIS has a significantly 
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higher level of detail. With the realistic representation, strengths and weaknesses of 

image processing algorithms can be examined at a depth which has not been available 

until now. 

Complex effects, e.g. shadows of wind-blown foliage, reflections of a wet road or rain, 

are considered for the first time. When looking at a road sign, in contrast to the first-

generation simulation environments, not only textures are visible, but also the fine re-

flection honeycombs (see fig. 2), which can increase the visibility of the sign depending 

on the light conditions. The use of large 3D worlds also enables virtual trips within 

mountain, forest, city and lake areas. In addition to improving assistance systems,  

Figure 1:  Honeycomb structure reflections on a traffic sign, depending of 

light direction 

Figure 1:  Crossing section scene in TRONIS 
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TRONIS can of course also be used to experience the assisted driving with a steering 

wheel and the virtual vehicle with an impressive user experience.  

With access to all 3D objects and their position and properties, an optimal ground-truth 

for tracking and mapping procedures is available. By accessing various buffers, e.g. 

depth, or object roughness, the creative development of new computer vision algo-

rithms is stimulated. The high degree of detail of the 3D worlds is also excellent for 

training and validating object recognition algorithms, e.g. based on neural networks. 

2.3 Physics 

Is the road smooth or do we just drive over a bumpy road? Humans "feel" the road and 

from experience we can easily estimate how fast we drive. This means, we adapt our 

driving behavior to the road conditions. In the area of highly-automated driving, no 

techniques have been published which are capable of giving a forecast of friction and 

friction limits, depending on the road conditions. In order to support the development 

of such systems, a physics simulation is used. 

With this physics simulation, the contact between the wheels and the ground is calcu-

lated at any time during the simulation. The physics simulation is advanced in a way 

that the road can be quite uneven, wet or even mirror-smooth. For each type of road, 

sliding and static friction values can be specified. In order to represent physics in a 

realistic manner, however, it is not sufficient to consider only the collision between the 

road and the wheel. The entire chassis, torques and forces on the joints and the engine 

contribute to the kinematics of the vehicle. In contrast to simulations of the last gener-

ation, roads are no longer flat surfaces, but complete three-dimensional structures that 

take into account natural unevenness. With a laser, real roads can be scanned and inte-

grated directly into the simulation. With these techniques, consumption forecasts or 

chassis loads statements can be made. The type of simulation also makes it possible to 

"feel" the road surface through a virtual acceleration sensor. In addition to vehicles, a 

realistic physic also plays a major role to represent pedestrians. The latter are therefore 

realistically simulated crossing the road and can, e.g. stumble over a curb. 

2.4 Multiplayer, Actors and Real Time 

In order to test autonomous driving in simulation, it is not enough to have a virtual 

vehicle driven in a static world. The real world is alive and full of diverse actors inter-

acting with each other, side by side, or against each other. In computer games, motion 

capture has been used for some time to animate characters (or in other words, virtual 

dolls) with real motion data. The interfaces of the gaming engine can be used elegantly 
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with this kind of motion data. Development tools for navigation and intelligence com-

ponents already exist in TRONIS for various actuator types, e.g. pedestrians, vehicles 

or animals.  

Another advantage of using a gaming engine is the possibility of using the so-called 

multiplayer mode. With this possibility, the simulated world is not limited to one actu-

ator (a human or computer controlled object, e.g., car, pedestrian). Rather, it is possible 

to operate a whole fleet of actuators in a world scenario.  

A disadvantage of a complex virtual world is that rendering requires a not clearly as-

sessable upper limit of computation time. Considering the fact that today's cameras have 

a variable illumination time and the lighting situation cannot be foreseen, the circum-

stance of a variable picture recording time does not appear to be significant. In the field 

of inertial sensors, however, a clearly defined calculation time of acceleration, speed 

and position is essential. In order to guarantee meaningful conclusions about the col-

lected data and a suitability of the virtual environment as a test platform for control 

units in SiL or HiL mode, the gaming engine used in TRONIS was extended with real-

time capabilities. This is achieved by decoupling the physical simulation from the ren-

dering process. 

2.5 Sensor Technology 

A simulation is based on the consideration of relevant states from the perspective of a 

problem statement that has to be examined. The type of sensor simulation is thus de-

rived from an observed problem domain. A wheel encoder can, for example, be simu-

lated at the molecular level with photon effects, but can also be directly derived from 

the wheel position of the simulated vehicle as a measured variable, possibly including 

the addition of a statistically known measurement noise. If the problem domain of the 

wheel speed control is considered, the simple sensor model of the wheel encoder is 

certainly sufficient. 

With this knowledge, and from the real-time physical simulation discussed previously, 

it follows that direct measurement variables for position, speed and acceleration can be 

applied directly from the physical motion simulation into control processes in the prob-

lem domain of highly-automated driving. With the detailed simulation of the entire car 

chassis in TRONIS, any vehicle data, e.g. wheel position, engine speed or the immer-

sion depth of a shock absorber, can be derived in a simple manner from a virtual sensor. 

The real-time physics simulation allows measuring frequencies above 1000Hz. Con-

trary to this direct measurable state variables, optical images, acoustic effects or elec-

tromagnetic signals (e.g. radar) can be only made with the consideration of the environ-

ment, which means a rendering process is needed. 
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2.5.1 Camera 

The camera image is derived directly from the rendering pipeline of the gaming engine. 

A specially developed access to the rendering memory of the graphics card reduces the 

image forwarding delay to the technically achievable minimum: as soon as the image 

is in the memory of the completed rendering process, it can be processed via shared 

memory or a network interface in a subsequent image processing algorithm. An addi-

tional post processing also extends the camera model to provide desired lens effects, 

e.g. vignetting or distortions. As common in computer games, the picture quality can 

be variably adjusted according to a minimum required frame rate. 

2.5.2 Depth Sensor 

Highly automated or autonomous driving pursues different approaches to interpret the 

surroundings of the vehicle and to react to traffic situations. One of these approaches is 

based on the idea of reconstructing a three-dimensional representation of the vehicle 

environment. The techniques of 3D reconstruction are thus one of the key technologies 

to achieve the desired autonomy of the vehicle. The depth picture (see fig. 3) in combi-

nation with the 2D image, recorded by a camera, is an important intermediate step in 

the production of this 3D interpretation. On the one hand, the virtual depth sensor pro-

vides an important data source for the development of these reconstruction algorithms 

and, on the other hand, serves as a ground-truth for validation. 

In contrast to a stereo camera, a laser scanner or lidar sensor does not perceive the en-

vironment from one snapshot, but instead scans the topology of the environment point 

Figure 3:  Example depth image of a 3D scene generated with TRONIS 
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by point. Therefore, the movement of the vehicle must be updated at high frequencies, 

whereby the update frequency of the classic rendering pipeline of the gaming engine is 

not fast enough. In order to guarantee high-frequency data acquisition, the efficient ray-

shooting technology is used. For each tick of the physics simulation, a new laser scan-

ning point can be recorded in a highly accurate manner with respect to space and time. 

2.5.3 Radar Simulation 

In contrast to the optical camera image, two-dimensional images cannot be created in 

the spectral range of radar beams. The property that most surfaces in the optical area 

reflect the light diffusely, allows simple rendering compared to radar simulation: it is 

assumed that the light coming directly form the light source, is reflected only once. This 

assumption cannot be maintained with the radar beams, since metallic objects in the 

radar spectrum act like a mirror. Figure 4 is an example of how an image of a radar 

camera could look like (which is only possible with a virtual radar lens). 

Metallic objects can reflect the radar beams such that the radar sensor receives several 

signals from the object in question, thus so-called ghost images can appear. In addition 

to the highly reflective properties of metallic objects in the radar spectrum, further com-

ponents prohibit the use of simple rendering processes for radar simulation: radar sen-

sors measure the distance between sensor and object. In addition, moving objects pro-

duce frequency shifts in the radar signal. 

 

Figure 4:  Example image generated by virtual radar sensor 
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To meet these effects, TRONIS uses a specially developed, real-time raytracing tech-

nology. With this technology, the virtual radar image is combined into a radiance (sig-

nal amplitude), distance and frequency histogram (see figure 5). If the radar histogram 

is again projected two-dimensionally, the radar image known from ships- or aviation is 

created, see figure 6.  

Figure 5:  Radar histogram for signal amplitude and distance, 

corresponding to the virtual radar image from figure 4 

Figure 6: Radar image from the projection of the radar histogram to the 

virtual radar image (see Figures 4 and 5) 
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3 Summary 

The main technical challenges of highly automated and autonomous driving correspond 

to environment detection und situations analysis. The underlying sensor technology, 

such as ultrasonic, infrared, camera, radar and lidar is already well developed and face 

declining manufacturing costs. Sensor data fusion and redundant design, form the basis 

for a high reliability of the systems. The economical and reliable prototyping, testing 

and safeguarding of autonomous driving functions in complex situations, however, re-

mains a difficult and cumbersome task. 

Virtual environments based on highly developed game engines from the game industry, 

which, in addition to a photo-realistic image of the environment, offer a modular con-

cept with open interfaces for expansion with regard to a comprehensive simulation of 

vehicle, driver, traffic and networking represent a promising alternative to the develop-

ment and safeguarding of driving functions and sensor systems. TRONIS is pursuing 

this path with its integrated components for camera, radar and lidar simulation. Here, 

complex driving situations can be generated automatically with reference scenarios and 

map data. Summarized, this creates a foundation for development, testing and assurance 

and significantly reduces both, development time and costs. 
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